
2011 Western Regional Collegiate Cyber Defense Competition (WRCCDC) Team Packet   Version 3.0 ‐ 12/20/2010 

© 2010 California State Polytechnic University, Pomona based on work from University of Texas at San Antonio 

and Rochester Institute of Technology 

 

1 

 

2011 Western Regional Collegiate Cyber 

Defense Competition Team Packet 

Version 4.0 

 

Opening Keynote Speaker: TBD  

Closing Keynote Speakers:  TBD  

For more information contact Dr. Dan Manson at dmanson@csupomona.edu 

or visit the Western Regional CCDC web site athttp://www.wrccdc.org.  

 

 

 

 

 



2011 Western Regional Collegiate Cyber Defense Competition (WRCCDC) Team Packet   Version 3.0 ‐ 12/20/2010 

© 2010 California State Polytechnic University, Pomona based on work from University of Texas at San Antonio 

and Rochester Institute of Technology 

 

2 

 

TABLE OF CONTENTS 

Welcome Letter …………………………………………………………………………………………………….  3 

Campus Map …………………………………………………………………………………………………………         4 

Competition Schedule …………………………………………………………………………………………..  6 

Competition Overview ….........................................................................................   7           

Objective.................................................................................................................        10 

Team Identification .................................................................................................       12   

To Provide An Equitable, Fair And Even Playing Field ..............................................        13 

Competition Systems................................................................................................      14 

Competition Rules……...............................................................................................      15 

Scoring .....................................................................................................................      17 

Network Descriptions.................................................................................................    18 

Functional Services ...................................................................................................     22 

 

 

 

 

 

 

 

 



2011 Western Regional Collegiate Cyber Defense Competition (WRCCDC) Team Packet   Version 3.0 ‐ 12/20/2010 

© 2010 California State Polytechnic University, Pomona based on work from University of Texas at San Antonio 

and Rochester Institute of Technology 

 

3 

 

On behalf of the Center for Information Assurance (CIA), Regional Information Systems 

Security Center (RISSC) and Cal Poly Pomona, I would like to welcome you to the Second 

Western Regional Collegiate Cyber Defense Competition (CCDC).  We hope that you will find 

this regional competition a challenging experience.   The winning team from this regional 

competition will advance to the National Collegiate Cyber Defense Competition (CCDC) at 

the University of Texas at San Antonio (UTSA). 

We are excited to be able to host this event.   We are also very thankful for our industry and 

professional association sponsors.  Our staff, volunteers, and sponsors have tried to make 

this an interesting, exciting, and challenging competition.  The competition is receiving 

increased attention from government and industry and we expect this attention to continue 

to grow.  This is the third Western Regional CCDC, last year we grew from four teams to six 

teams.   This year several state competitions and eight regional competitions are expected.   

The eventual goal is to have eight to ten regional competitions with the winner from each 

being invited to the national championship.  We encourage you to provide comments and 

feedback to help us improve future events.  We wish the best of luck to each of you and 

your teams! 

 

        Daniel Manson, Ph.D 

        Director 

        Center for Information Assurance 
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Campus Map 

On Friday you will park in the visitor lot next to the CLA Building.  From the front of the CLA 

Building, follow the signs to the Bronco Student Center (Building 35) for registration.  The 

Competition will be in Building 35.  Lodging will be at Kellogg West (KW). 
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Competition Schedule  

Friday – March 25 
8:00 AM Registration opens outside Ursa Major Room in Bronco Student Center 

(Building 35) 
9:00 AM  Competition Instructions and Brief‐In (Ursa Minor) 

10:00 AM Competition Begins (Ursa Major) 

12:00 PM Lunch – Opening Keynote – (Ursa Minor) Competition Suspended 

1:30PM  Competition Resumes (Ursa Major)  

5:30 PM  Dinner at Bronco Student Center – Evening Keynote 

7:00PM Competition continues 

12:00 AM Competition ends for the day 

 
Saturday – March 26 
8:00 AM  Competition continues – Breakfast available 
12:30‐1:30 PM Lunch available (Competition Continues) 
7:00‐10:00 PM Recruiting Banquet (Competition Suspended) 
10:00 PM  Competition ends for Saturday 

 
Sunday – March 27 
9:00 AM Competition Continues ‐ Breakfast available 

11:00 AM  Competition ends (Clean Up Begins) 

11:00 AM Feedback Session (Red, Black, & Blue Teams) 

1:00 PM     Lunch and Keynote Speaker 

2:00 PM  Awards 
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Competition Overview 

The Western Regional Collegiate Cyber Defense Competition is one of a collection of cyber 

security competitions held around the USA each year, in the early spring. Schools send 

teams to represent them to the competition, and the winner from each regional 

competition goes on to a national competition usually held in April.  

 

Each collegiate team is what is called a 'BLUE' team. They are provided with a complete and 

working enterprise, though the enterprise is not secured. Each enterprise will be identical 

for all BLUE teams and will consist of a number of computers and network appliances. The 

computers will run various operating systems and a variety of services.  

 

 

 

Scenario 

 

The United States has the deepest and fairest capital markets in the world.  On an average 

day, over 175 million shares of stock valued at over $800 billion trade on fourteen 

exchanges located throughout the United States.   Advanced capital markets, such as this 



2011 Western Regional Collegiate Cyber Defense Competition (WRCCDC) Team Packet   Version 3.0 ‐ 12/20/2010 

© 2010 California State Polytechnic University, Pomona based on work from University of Texas at San Antonio 

and Rochester Institute of Technology 

 

8 

 

promote investor confidence and capital formation.  Disruptions to this system can affect 

everything from access to retirement benefits to bank stability, thus making safeguarding 

financial system networks a national security priority. 

Market exchanges are directly regulated by an industry self-regulating organization (SRO), 

the Financial Industry Regulatory Authority (FINRA), which employs a cadre of forensic 

accountants and technology experts to deter, detect, and report suspicious activity to the 

United States Securities and Exchange Commission (SEC), the regulator within the Federal 

Government principally responsible for financial market oversight.  SROs receive direct real-

time data feeds which include information on the buyer, seller, and security traded.  This 

data is fed through advanced algorithms designed to detect anomalies in trading patterns 

and alert staff. 

 

In this year’s competition scenario, terrorists have attempted to severely disrupt the normal 

operation of financial markets within the United States.  Initially, terrorists conducted cyber-

attacks against the offices of the SEC, causing them to augment their information technology 

and information assurance staff.  Shortly thereafter, physical terrorist bombings were 

carried out upon several of the country’s largest exchanges, in addition to offices critical to 

the normal operation of the SEC.  With regulators lacking adequate resources, the financial 

markets descended into chaos and have had spillover effects into the broader economy.  As 

a result, the Chairman of the SEC, in consultation with the President’s Working Group on 

Financial Markets, halted trading activity on all of the country’s exchanges until such time 

that markets could be reopened with sufficient regulatory supervision. 

 

Competition Blue Teams will be playing a critical role in helping to return markets to normal 

trading activity, acting as contractors with a major integration company hired by the SEC to 

establish and operate a backup operations center on the West coast.  In this role, their 

primary job will be to restore critical connections to the exchanges, IT services for the 

analysts, and protect the data received from the feeds.  This data is absolutely critical to 
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maintaining market integrity, and if compromised, could introduce extreme volatility into 

the markets, further undermining investor confidence.  The person(s) responsible for the 

attacks are still at large and are assumed to be searching for your disaster recovery site.  It is 

assumed that after the failover of the “warm” systems on the West coast, the cyber 

terrorists will resume their infiltration attempts in order to “finish the job” and tear down all 

of the remaining infrastructure of the financial markets.  The “Cyber Terrorist Cell,” or “Red 

Team” as they are known, are purported experts (from academia, industry, and military – 

not real criminals!) who will stop at almost nothing to attack your assets, data, and 

connections in order to cover up their attack and mask their intentions. 

 

As a competitor, you must look for vulnerabilities, and if one is discovered, you have an 

obligation to correct it immediately. Furthermore, if the RED TEAM exploits your 

environment, they will do the same to your fellow competitors. Then, it is reported to a 

WHITE team. The WHITE team is the competition judges and scorers. 

 

In addition to the RED team attacks, the WHITE team is monitoring BLUE team service 

availability, with the help of an Operations (BLACK) team. The Operations team's 

responsibility is to automatically check whether service level requirements of the BLUE 

teams are being met and to generate normal (non-attack) traffic to all BLUE team sites. The 

Operations team is also charged with maintenance of the competition network, up to the 

BLUE team network borders. The BLUE teams are responsible for their own enterprise 

networks. 

 

The competition runs from 8am to 10 pm on Friday continuing at 8 am through 10 pm on 

Saturday and 8 am to 1 pm on Sunday.  Sunday morning is used for final tasks, scoring and 

speeches.  At a luncheon on Sunday, a winner is announced and awards are given to the 

winning team. 
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During the competition, the WHITE team 'injects' requirements into the workflow of the 

BLUE teams. All BLUE teams receive the same 'injects' at the same time, to keep the playing 

field level. 'Injects' can be of any type, from requiring a report to management, to removing 

one or more team members (simulating illness, for instance) to changing the requirements 

of the enterprise. 

To win the competition, a BLUE team must be able to balance service level responsibilities 

with external attacks and internal demands. The competition is designed to test each 

student team’s ability to secure a networked computer system while maintaining standard 

business functionality. The scenario involves team members simulating a group of new 

employees that have been brought in to manage and protect the IT infrastructure at a small 

to medium sized IT services/reseller. The teams are expected to manage the computer 

network, keep it operational, and control/prevent any unauthorized access. Each team will 

start the competition with a set of identically configured systems. 

Objective  

The objective of the competition is to measure each team’s ability to partially restore an 

environment from back up images, maintain secure computer network operations in a 

simulated business environment and detect and overcome threats posed by the “Red 

Team”. This is not just a technical competition, but also one built upon the foundation of 

business operations. For example, a technical success that can impact a business operation 

could result in a lower score if that success is not implemented in a secure fashion. 

Additionally, a business success can be implemented via an inject only to have a result in 

which a security weaknesses is formed.A detailed scenario has been / will be distributed on 

the Western Region’s web site (http://www.wrccdc.org) along with technical specifications 

prior to the commencement of the exercise to allow teams to develop their resources and 

capabilities.  



2011 Western Regional Collegiate Cyber Defense Competition (WRCCDC) Team Packet   Version 3.0 ‐ 12/20/2010 

© 2010 California State Polytechnic University, Pomona based on work from University of Texas at San Antonio 

and Rochester Institute of Technology 

 

11 

 

Other Information on the SEC and “Who Does What”: 

Financial market exchanges are directly regulated by the Financial Industry Regulatory 

Authority (FINRA), a non-governmental organization that, itself, is regulated by the 

Securities and Exchange Commission.  FINRA utilizes highly sophisticated, proprietary, and 

confidential computer systems and mathematical algorithms to detect anomalies in market 

trading that may constitute fraud.  FINRA can fine institutions and individuals for non-

compliance, but will often notify the SEC’s Division of Enforcement when it suspects illegal 

activity.  The Division of Enforcement investigates and prosecutes civil violations of Federal 

securities laws (i.e. market manipulation).  If the SEC also believes that there are criminal 

violations of Federal securities laws (i.e. insider trading), it notifies the United States 

Attorney’s Office (the prosecutorial arm of the U.S. Department of Justice).  It is possible to 

have committed both civil and criminal offenses, in which case the U.S. Attorney would 

bring a case in U.S. District Court and the SEC would bring a case before its internal 

Administrative Law Court. 

The Federal Bureau of Investigation assists the U.S. Attorney’s Office in investigating white 

collar crimes.  Additionally, the U.S. Secret Service is charged with preventing and 

investigating the counterfeiting of U.S. currency and U.S. treasury securities, and also 

safeguarding the payment and financial systems of the United States.  Both agencies would 

likely be involved if the financial markets were the intended target of terrorist attacks. 

When information is fed from the exchange to FINRA, the data often includes the exchange 

where the trade took place, the exact time of the trade (down to the millisecond), the ticker 

symbol of the security, the quantity involved in the transaction, the transacted price, and 

information on the broker-dealers buying and selling the security.  Broker-dealers maintain 

records as to who they were buying and selling on behalf of.  The data is so detailed that 

FINRA can effectively “replay” the day’s trading activity after the fact, if needed.   
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The SEC does employ a small team of analysts in its MarketWatch office, which provides 

real-time monitoring of financial market activity and an assortment of newswires.  Their job 

is not to detect irregular trading activity, but rather to monitor for major market events, 

such as market crashes, technology problems at exchanges, or newsworthy events with 

significant market impact.  This is because the SEC has designated “circuit breakers” 

designed to halt trading if certain stocks or market indices drop to certain levels.  If one of 

these circuit breakers is triggered, the exchange halts trading and the MarketWatch staff 

alert the SEC Chairman immediately.  Special red telephones comprise the “hoot-n-holler” 

system, a special network of telephones that require no dialing and are constantly 

connected.  The SEC Chairman, the MarketWatch office, and one office at each exchange 

each have a hoot-n-holler phone installed.  Continuous monitoring of the hoot-n-holler line 

is required at all times.  The SEC can immediately issue trading halts on certain exchanges or 

for certain securities using this system.  Only the SEC Chairman can order a closure of the 

financial markets, and usually only does so after consulting with the President’s Working 

Group on Financial Markets, comprised of the Treasury Secretary, the Chairman of the 

Federal Reserve Board of Governors, the Chairman of the Commodities Futures Trading 

Commission, and the Chairman of the Securities and Exchange Commission. 

Team Identification  

•  Blue Team - student teams consisting of graduate and undergraduate students from 

an academic institution who will compete in the WRCCDC.  

•  Red Team - comprise of unbiased informational security professionals from 

commercial, military, or governmental organizations who have volunteered their 

time and skills to assist in the assessment of a team's ability to defend their network 

and services. The red team is responsible for providing a credible, realistic threat to 

the network and services where they will probe, scan, and attempt to penetrate or 

disrupt each team's daily operations throughout the competition. 



2011 Western Regional Collegiate Cyber Defense Competition (WRCCDC) Team Packet   Version 3.0 ‐ 12/20/2010 

© 2010 California State Polytechnic University, Pomona based on work from University of Texas at San Antonio 

and Rochester Institute of Technology 

 

13 

 

•  White Team – a group of information technology and information security academics 

and professionals who will serve as room judges and referees in the various 

competition rooms. Each competing team will have a White Team member on a 

rotational basis that will assess the competition team’s ability to maintain their 

networks and service availability based upon a business inject and a scoring 

instrument.  

To provide an equitable, fair and even playing field:  

•  Each team will begin with an identical set of hardware and software: Each team will 

be given an existing network with 4-6 servers and 2-3 clients they must secure and 

maintain.  

•  Each team will be located on a dedicated internal network: To remove the variables 

associated with VPNs and propagation delay each team’s network will be connected 

to a competition network allowing equal bandwidth and access for scoring and red 

team operations. This also allows tight control over competition traffic.  

•  Each team will be given the same set of business requirements that must be 

provided and corporate standards which must be adhered to.  

•  Each team will be challenged with required business injects (tasks) at the same time 

during the course of the competition. Team must adhere to corporate standards 

while performing injects and mitigating any resulting security threat.  

•  Only team members, White Team members and others designated by the CCDC 

coordinator will be allowed inside their competition room.  
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•  Each team will be assigned their own room during the competition and only the 

members of the certified student team will be allowed inside during the competition. 

This eliminates the potential influence of coaches or mentors during the competition.  

•  A non-biased Red Team will be used: A commercially experienced Red Team will be 

used during the competition.  

Competition Systems  

•  Each student team will be given identical hardware, software, and backups of 

installations to configure and support.  

•  Student teams will be provided the system architecture and initial set-up prior to the 

event to permit planning. This information can be gained from the Western Region’s 

web site at http://www.wrccdc.org 

•  Student teams are not allowed to bring in any additional hardware or software into 

the competition area which includes team rooms and white team areas.  

•  Student teams may not connect any outside equipment to the competition network 

or the competition systems.  

•  Student teams should not assume any system is properly functioning or secure; they 

are assuming the position of recently contracted administrators and are assuming 

responsibility for the reconstitution of the systems.  

•  Student teams must maintain specific services on the “public” DNS servers and host 

names assigned to their team – for example if a team’s web service is provided to the 

“world” on www.team1.ccdc.com at an IP of 10.1.1.10, the web service must remain 

available at that DNS name and IP throughout the competition. Moving services from 
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one public IP to another is not permitted without a change request from corporate 

which is to be expected from time to time throughout the competition.  

•  Each team must maintain and protect their individual public and private DNS servers. 

The public network includes competition DNS Root servers strictly off limits to 

teams. These DNS Root servers have delegated zones to each competing team’s 

public DNS servers where the host records for a team’s public servers and services 

such as mail routing are kept. It is possible that at the start of the competition, one 

of these DNS server will be non-functional. In this case, you will need to restore it as 

quickly as possible. 

•  Student teams may alter their local addressing scheme in the “sec.local” network for 

NAT/PAT configurations but are warned that many of the services on the local 

network are bastion hosts being accessed from the public network. Changing IP local 

addresses may cause public service availability to fail affecting services level to 

customers and in turn may reduce a team’s score. Extreme caution should be taken 

as scoring will not pause. 

Competition Rules  

• Each team will consist of up to eight (8) members.   

• Each team member must be a full-time student of the institution the team is

 representing. 

• Team members must qualify as full-time students as defined by the institution they

 are attending - typically this means the team member must be enrolled in 12 or more

 semester credit hours for undergraduates and 9 or more semester credit hours for

 graduate students during the semester the competition is held. 

• Each team may have no more than two (2) graduate students as team members.  
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• Each team may have one advisor present at the competition – this may be

 faculty/staff member of the institution or a team sponsor.  The advisor may not

 assist or advise the team during the competition.  

• All team members will wear badges identifying team affiliation at all times during

 competition hours.  

• Each team will designate a Team Captain for the duration of the competition to act

 as the team liaison between the competition staff and the teams before and during

 the competition.  

• If the member of a qualifying team is unable to attend the national competition, that

 team may substitute another student in their place provided the substitute meets all

 stated eligibility requirements. 

•  All teams are connected to a central router and scoring system.  

•  Each student team will start the competition with identically configured systems.  

•  A Red Team will attempt to infiltrate or disrupt each team’s daily operations 

throughout the competition.  

•  Team members will not be allowed to communicate written or verbally with the Red 

team members throughout the competition unless requested by the chief judge.  

•  Student team members will not initiate any contact with members of the Red Team 

during the hours of live competition.   All team members must wear badges or other 

identification given identifying team affiliation at all times. 

•  Student team members will not initiate any contact with other student teams in the 

competition area during the hours of live competition.  

•  Student team members will not enter another team’s competition workspace.  
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•  The competition will run over a three day period. (Friday 8:00 am to 10 pm, Saturday 

8am to 10 pm and Sunday 8 am – 1 pm). Registration will occur on Friday between 

8:00 am – 9:00 am 

Scoring 

•  All teams are connected to a central router and scoring system.  

•  Scoring will be based on keeping required services up, controlling/preventing 

unauthorized access, and completing business tasks that will be provided throughout 

the competition.  

•  The White Team is responsible for monitoring the network, implementing scenario 

events, and refereeing. A White Team member along with each team captain will 

verify service functionality prior to competition scoring. Scores will be maintained by 

the White Team, but will not be shared until the end of the competition. There will 

be no running totals provided during the competition.  

•  Protests by any team will be presented by the Team Captain to their team’s 

competition official within their “pod” as soon as possible. The competition Chief 

Judge will be the final arbitrator for any protest or questions arising before, during, 

or after the competition.  

•  Any team action that interrupts the scoring system is exclusively the fault of that 

team and will result in a lower score. Should any question arise about specific scripts 

or how they are functioning, the Team Captain should immediately contact the 

competition officials to address the issue.  

•  Any team that tampers with or interferes with the scoring or operations of another 

team’s systems will be disqualified.  
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•  Team captains are encouraged to work with the contest staff to resolve any 

questions or disputes regarding the rules of the competition or scoring methods 

before the competition begins.  

•  No cell phones, PDAs, memory sticks, CDROMs, electronic media, or other similar 

electronic devices are allowed in the room during the competition unless provided by 

competition officials. All cellular calls must be made and received in the designated 

area. Any violation of these rules will result in disqualification of the team member 

and point penalties assigned to the appropriate team.  

Network Description 

The competition network will be completely standalone with no external connectivity. All 

networks will be connected to a central router that will be maintained by the BLACK Team.  

The Data Center you are taking over is an older DR site anticipated equipment list per team 

room will be:  

• 1 Cisco Catalyst 2950 (24 Port) Layer 2 Switch 

• 7 Physical “Servers” (These are a mix of Server and Workstation Hardware) 

o 1 MS 2003 AS Server (Domain = TeamX.sec.local) where X = your team’s # 

o 1 MS 2003 Exchange Server – (However, Exchange 2007 DVD was just found!!) 

o Debian Lenny with Drupal Content Engine (Older Version we Think) 

� Used for Data Pull from Markets for Financial Auditing Analysis 

� Blue Team is to support system NOT to do analysis 

o 1 MS 2003 Server with SharePoint 2007 Content Services 

� Serves as an Intranet for Internal Collaboration between Analysts 

o Gentoo WWW Server 

� External “Public Server” for SEC branch 

o ESX 4.1 Server – Host Server for VMs 

o ESX 4.1 Server – Host Server for Remote Branch (This is where the Analysts 

are) 

• 3 Virtual Servers (2 on Local ESX Host and 1 on Remote ESX Host) 

o CENTOS – Used for FTP Backup 

o RHEL 5.x – Cisco Unity Connection Appliance running 7.1.3 revision 
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• 3 Physical Workstations 

o Newer Dell Laptops (2) Core 2 with 2GB of RAM– 1 w/Arch Linux, 1 w/ 

Windows 7 

o HP Laptop – Centrino dual core with 2 GB of RAM running Windows Vista 

� This is used for Wireless Connection to Digital Signage Application 

running from Drupal Server (XiBO) 

� This is a stock ticker and news outlet to communicate to the public for 

press releases, stock quotes, business news, and government 

information. It is imperative that this feed stays up and running!!! 

• 1 Cisco Wireless AP – Aironet 1242 802.11g 

• 1 Cisco 1760 Router Running 12.4(x) Advanced Services IOS and Call Manager Express 

3.2 

• 1 Cisco 7912 IP Phone (One additional on Order) 

• 1 Copy of Cisco IP Communicator that will need to be installed on Windows 7 

Machine. 

• 1 USB Printer 

 

Note: 

 

Items on the Topology Diagram denoted in REDAre currently out of operation. As services 

have been transferred from the East Coast, there have been equipment, program, and 

circuit failures. Some of these will be very simple to correct (Just turn the darn machine on!) 

while other will be more of a challenge. At the time you arrive, the Data feed is in operation, 

DNS on the AD server is functioning, all three laptops are in on the network with some 

programs out of operation (I.E. E-Mail Clients, SSH clients, Web Browsers non-functional IP 

Communications Clients etc.)  

 

The remote site is down! This will be very critical to get back into operation as the analysts 

do not have “visibility” to the data on the Drupal and Sharepoint systems. You will have to 

troubleshoot this. (Be assured, that the Remote Site Router has been checked and is 

confirmed as operational) 

 

Your local ESX server, Exchange Server, SharePoint Server, Public WWW Server, Printer, and 

Voice Mail VM, and FTP VM are all DOWN! As well as your remote site and it’s File Server. 

 

From a scoring perspective, Here are the services that will come back up once you restore 

services: 

 

• Exchange SMTP 25 (User ID Carol Smith csmith@teamX.sec.local) 

• SharePoint (A public facing web page – URL to be given in Final Team Packet) 

• Gentoo (Public Web Page – URL to be given in Final Team Packet) 
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• CENTOS – SFTP Site username: jsparrow password: password 

o (Note: You can change passwords! BUT you need to notify the Black Team at 

the time you change them so you don’t lose service Points!) 

o Local ESX Host Server – Need to get this running before your CENTOS and CUC 

servers! 

• https page on Debian / Drupal server (URL to be given in Final Team Packet) 

• SFTP Service on Windows 2003 File Server Username: yroyce Password: password 

 

You start with 2 running services. You have 5 important services to restore ASAP all the 

while locking down your systems, keeping the terrorists at bay and restoring your remote 

site. Also, higher headquarters will be issuing orders (injects) that have to be completed. 

 

Welcome to WRCCDC! 

 

The anticipated topography is constantly updated. Please go to http://www.wrccdc.orgfor 

the most up to date diagram. Note that the final topography and system configuration may 

be different! (I like to keep mixing it up until the very end!) - ProBro 

 

 

Each team will be provided with access to a central FTP repository where they can obtain 

ISO, Flash, and initial load images of their systems. Additionally, backup images will be 

provided at time of registration. These are to be used to restore key systems at the start of 

the competition. This is necessary to perform a complete disaster recovery for each site. 

(Note: The exact composition of this software library will be updated until competition 

time.)  
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Current Topology: 
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Functional Services 

Protocols allowed into your network include but are not limited to: 

HTTP  

If requests for specific services are made, you will need to stand them up as quickly as 

possible. Once the request is made, the result will be stored in a file and compared to the 

expected result. The returned page must match the expected content for points to be 

awarded.  

HTTPS  

A request for a page over SSL will be made. Again, the request will be made, the result 

stored in a file, and the result compared to the expected result. The returned page needs to 

match the expected file for points to be awarded.  

SMTP/POP3  

Email will be sent and received through a valid email account via SMTP. This will simulate an 

employee in the field using their email. Each successful test of email functionality will be 

awarded points.  

SSH  

An SSH session will be initiated to simulate a vendor account logging in on a regular basis to 

check error logs. Each successful login and log check will be awarded points.  

SQL  

An SQL request will be made to the database server. The result will be stored and compared 

against an expected result. Each successfully served SQL request will be awarded points.  
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DNS  

DNS lookups will be performed against the DNS server. Each successfully served request will 

be awarded points.  

Business Tasks  

Throughout the competition, each team will be presented with identical business task 

requests that are typical for this type of environment. Many tasks can be seen in any type of 

IT organization on a routine basis or special occasion.  Points will be awarded based upon 

successful completion of each business task or part of a task group. Tasks will vary in nature 

and points will be weighted based upon the difficulty and time sensitivity of the assignment. 

Tasks may contain multiple parts with point values assigned to each specific part of the 

tasking. Some examples:  

• Opening an FTP service for a 2 hours interval for a specific user:   

• Configuring SSH access on a system:  

• Creating/enabling new user accounts:  

•Simple Web Development 

•Starting up new customer services (Remotely) 

•Providing Consulting Services (System Analysis, Design, Implementation) 

•Presentations on findings from consultations and research work. 

•Project Management Planning 

•System Auditing and Hardening  
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•Digital and Network Forensic tasks 

•Process enrichment 

•Process Refinement 

• Installing new infrastructure hardware: 

•And many, many, many more….. 

Each business tasking will have point values assigned and a specific time period in which the 

assignment must be completed.  


